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Learning Objectives

B Define agentic coding and how it compares to other Al tools
B Employ agentic coding tools in a safe manner

B Design and develop software along with Al agents

B Guide Al agents to deliver qualitative code

Dr. Jonathan Decker I«( KI-SS,K' IPP Workshop 2/25
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Accelerate Coding with Al

B Al can accelerate coding

» Al here and in the following refers mostly to LLMs
B Common usage, Al assistated coding

» Copy code snippets into chat interface with LLM
» Copy back solution and test it

» Code is no longer typed by humans but snippets are created by Al

24,8

Greptile, The State of Al Coding 2025, 2025
Dr. Jonathan Decker K« KISSKI
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Introducing Agentic Coding

B Human sets goal, e.qg., ensure all tests are passing
B Al can read and edit codebase, run code and install dependencies
B Al calls itself in a loop until a given task is accomplished

B This can take a few seconds or half an hour or longer

Tools
Prompt Call- -
[ { LLM planning Run & Validate documentation

Users Inputs Feedlback | Pytest | | Sphinx |
< ]
Documents— LLM | 2=c | | = ‘

Wang et al., “Al Agentic Programming”, 2025
Dr. Jonathan Decker I«( KISSK' IPP Workshop 6/25
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Levels of coding autonomy
Which one are you?

1483101
o1 14s}

multiple files. >50% Al code.

0 Copy and Complete
o Use code-completion and chat to

generate snippets. <20% Al code.

Lo Chat-Overflow
i~ L1
A Use ChatGPT instead of Google and
StackOverflow. Very little Al code.

f@ Luddite
‘%) 5 N
Doesn’t believe in this

Al coding BS.

Dr. Jonathan Decker

BCG, From Dev Speed to Business Impact, 2025
K« KISSKI
: IPP Workshop

R OhL Full Agentic (“Vibe Coder”)
100% of code written by Al —
all prompts / no code.

- L3 Feature Editor
—— Prompt for full features across

7/25
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Dangers of Agentic Coding
B Al may also install malware or run unsafe code

» Unsafe code may affect files outside of project folder
» For example, Al runs code via absolute path and overrides folder in user home

B Al agents may misbehave

» Delete important files
» Leak secrets
Claude-powered Al agent's confession 1) Mexican Government Breach via Claude-

after deleting a firm's entire database: '1 Assisted Attack Workflow
violated every principle I was given’

Description: Attackers weaponized Anthropic Claude and related Al tooling to

PocketOS was left scrambling after a rogue Al agent deleted automate reconnaissance and exploit development against Mexican government

swaths of code underpinning its business agencies, leading to theft of tax and voter data.

A Meta Al security researcher
said an OpenClaw agent ran
amok on her inbox

Mansoor, “Claude-Powered Al Agent’s Confession after Deleting a Firm’s Entire Database”, 2026; Co-lead, OWASP GenAl
Exploit Round-up Report Q1 2026, 2026; Bort, A Meta Al Security Researcher Said an OpenClaw Agent Ran Amok on Her

Inbox, 2026
Dr. Jonathan Decker K« KISSK'

IPP Workshop 9/25
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Stay Safe through Sandboxing

B Limit access of agents to codebase, runtime, compiler, tools for testing and

linting

B Achieved via Container runtimes such as Docker or Podman
» Also possible via separate user or bubblewrap

‘Host System

i |Container

Code Base

\ 4

Agent Runtime

Testing Tools

Agent Memory

Sensitive Files

User | .
] Programming
i | | Language Runtime

Linting Tools

Source Code Al API Credentials

K«KISSKI

Dr. Jonathan Decker

Mounts.

IPP Workshop
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Introducing Our Coding Agent Framework

% Coding Agents

B https://gitlab-ce.gwdg.de/gwdg/
coding-agents

Supports OpenCode and OpenClaude

B Employs mounting and symlinks to
preserve session state per project

B Supports skills and comes with preinstalled
skills for software engineering

B Specifically configured to work with Chat Al
out of the box o

Advanced Coding Agent fs

Dr. Jonathan Decker K«KlSSKl IPP Workshop 12/25
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Project Setup

B Goal: A Python CLI tool that
returns cat facts from
https://catfact.ninja/

B Clone the repo

B Build the container image
B Set up global scripts

B Create a project folder

B Run the start script

B Run opencode

K«KISSKI

Dr. Jonathan Decker

Enulate Docker CLT using podman. Create /etc/containers/nodocker to quiet msg.

No .gitignore found
itignore with .agent-memory/ excluded?
Y/nl: Y

No AGENTS.md found
AGENTS.md provides persistent memory across sessions

choose template:
ect

oject (ruff, mypy
) skip

selection [1/2/n]: 2

Add custom skills to: /home/jdecker/Projects/PythonProjects/catfacts-deno/.agent-memory/skills

dvanced-coding-agent
atfacts-deno
/home/agent /workspace (mounte,
gent-memor)
/home/agent /workspace/ . agent-memory/skills

@ Next sTeps:
opencode

exit or Ctrl+d

% USEFUL SKILI

knowledge graph

IPP Workshop 13775
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Start with skill /interview-me

code

/interview-me I want to make a terminal tool that provides random cat
facts from https://catfact.ninja/docs?api-docs.json]

Plan glm-4.7

ctrl+p

K(: KISSKI

Dr. Jonathan Decker IPP Workshop
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Answer Questions |

Q: Why do you want to build this? Is this a learning project for exploring CLI development, a quick utility
you'll actually use yourself, or something you're planning to share/publish as a package?

GUESS: It's a learning project. Cat fact APIs are often used as teaching examples, which would explain the
simple scope. If you're planning to actually distribute this as a package, I'd want to think about installation,
documentation, and polish from the start.

@ Plan

I want to be able to ship this as a package from a private repository. It should be well documented accordingly.

Q: What programming language and ecosystem are you targeting? Python (pip/PyPI), Node/TypeScript (npm), Go,
Rust, or something else?

GUESS: Python. Between the uv-structured Python workspace I see here, the pyproject.toml conventions in the
project docs, and Python's strong CLI ecosystem (argparse/typer/rich/click), it's the most likely fit. Plus
your project docs already reference Python workflows. If it's Node or Go, the tooling, packaging, and private
registry setup would look quite different

@ Plan

Use Python with uv.

« KISSKI

Dr. Jonathan Decker IPP Workshop
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Answer Questions Il

Q: What should the CLI interface actually do? Should it just print one fact per command invocation, or do you
want features like getting multiple facts at once, saving favorites, filtering by length/category, or anything
beyond the basics?

GUESS: Keep it simple: catfact gets one random fact, maybe a catfact count N flag for multiple facts. You're
aiming for a clean, focused tool rather than a feature-rich one. If you want caching, favorites, or interactive
sessions, that changes the architecture significantly

@ Plan

When called it should print a single catfact, it should support the --count N flag as well as --help and --
version but no other features are required.

Q: What does "well documented” mean to you? Are you thinking installation instructions, CLI help output, README
for the package, API docs for contributors, or all of the above?

GUESS: You want a comprehensive README with installation (how to install from the private registry), usage
examples, and maybe a brief CONTRIBUTING.md or CHANGELOG.md since you're planning to ship and maintain this as
a real package. The CLI's help output will cover runtime documentation, but the package-level docs are the
focus for "well documented.”

@ Plan

I want a installation instructions, CLI help output and a README. Contributing instructions and Changelog are
not needed.

Dr. Jonathan Decker « KISSKI

IPP Workshop
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Answer Questions Il

Q: Private registry and repository — wh are you using? GitHub Pac s, GitLab Package Registry, a private
PyPI, Artifactory, or something else?

GUESS: GitHub Packages. Sir (implying GitHub given the context), and
GitHub has good Python package support via uv pub twine, it's the most likely fit. The
installation instructions would reference your pr itHub r . If it's GitLab, PyPI private, or
something else, the registry configuration and docs format change.

@ Plan

I want to publish it via a private Gitlab instance. Don't worry about it. When everything is working, I will
use uv to publish it there. Only make sure it is able to build the package locally.

Q: Should this be a brand new project or something you're adding to an existing package in this workspace?

rand new pr¢ 5 t hed independently
part of an ing 0 import path uld
be different.

@ Plan

This should be a brand new proj

Dr. Jonathan Decker K( KISSKI IPP Workshop 17/25
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Answer Questions IV

hat I now think you want:

Outcome: A new standalone Python package that provides random cat facts from the catfact.ninja API
via a CLI tool
End users who can install this from your private Lab registry and run it in their terminal
Building a freshly packaged CLI tool with proper structure and documentation for distribution
eates a installable wheel locally; works with ¢ . t ur

Constraint L L b ; publishing to private GitlLab wil handled by you later
Out of scope o L i favorites, interactive mode, registry

configuration in build process
Yes / no / refine?

@ Plan

K( KISSKI

Dr. Jonathan Decker IPP Workshop 18/25
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Questions Before Implementation

1. Output formatting: Do you want just plain text facts, or any formatting/colors? I'm thinking plain text with
numbers for multiple facts (e.g., 1. Cats have 230 bones...).

Error handling: If the API fails, should we:

- Print a friendly error message and exit gracefully? (my recommendation)
- Retry with exponential backoff?

- Cache facts locally? (out of scope based on our discussion)

Persistence: Should we track version from pyproject.toml automatically, or hardcode it? (I recommend dynamic
from file structure so version stays in sync)

Ready to proceed once you confirm these?
@ Plan

Plain text is sufficient. On failure, print an error message and exit. Hardcoded versions in pyproject.toml are
fine.

Ready for Implementation

The plan is complete and actionable. I can implement this step-by-step, starting from project initialization
through final build verification. Each step will be tested before moving to the next.

Proceed with implementation?

@ Plan

« KISSK

Dr. Jonathan Decker IPP Workshop
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Build the Project

Should I:

1. Exit plan mode and start implementing the actual code/files/tests?

2. Continue refining the plan with more details?

3. Something else?

The current plan is comprehensive and implementation-ready. I can start building the project structure,
creating files, and running tests as soon as you confirm you're ready for me to exit read-only mode and begin
execution.

@ Plan

Document the plan and then start the implementation. I have enabled build mode.

All requirements met:
Plain text output v
Error handling with graceful exit v
Hardcoded version in pyproject.toml v
Buildable locally with uv v
Documentation complete v
You can now publish the package from dist/catfact-0.1.0-py3-none-any.whl to your private GitlLab registry

Build

How can I install and test it locally?

« KISSKI

Dr. Jonathan Decker IPP Workshop
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Project Output

on is v0.1.0 via @ v3.14.6 (catfacts-demo)
pip install dis fact- -py3-no
Using Python 3.14.6 environment at: /home/jdecker/Projects/PythonProjects/catfacts-demo
Resolved 19 packages in 37ms
Prepared 1 package in 2ms
Uninstalled 1 package in 0.22
a'L'Led 1 package in 1m

0.1.0 (from file:///home/jdecker/Projects/PythonProjects/catfacts-demo/catfact/d /catfact-0.1.0-py3-none-any.

is 1.0 via @ v3.14.6 (catfacts-demo)

Relative to its body size, the clouded leopard has the biggest canines of all animals' canines.
e as long as 1.8 inches (4.5 cm).

on is .1.0 via §v3.14.6 (catfacts-demo)

During the time of the Spanish Inquisition, Pope Innocent VIII condemned cats as evil and thousands of cats were burned. Un
fortunately, the widespread killing of cats led to an explosion of the rat population, which exacerbated the fects of the
Black Death.

on .1.0 via §v3.14.6 (catfacts-demo)

Dr. Jonathan Decker K«KlSSKl IPP Workshop 21/25



Intro to Agentic Coding GWDG Coding Agents Demo Conclusion
00000000000 e

More Skills Available

B /interview-me or grill-with-docs - Get interviewed about plans
B /tdd or /test - Test-Driven-Development

B /to-issues - Create Github issues for plans

B /review - Code review

B /understand - Analyse codebase
B And many more
» Also supports custom skills per project

Dr. Jonathan Decker K«KlSSKl IPP Workshop 22/25
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Limitations

B Sandboxing is not perfect

» Al can install malware that steals secrets
» For example, developer APl keys or Al provider API key

B Code quality may vary

» Depending on how well Al is instructed
» The model used
» Complexity of the target domain

B Higher rate of security flaws
B Trade off productivity vs safety

Schreiber and Tippe, “Security Vulnerabilities in Al-Generated Code”, 2026; He et al., “Speed at the Cost of Quality”, 2026
Dr. Jonathan Decker K«KlSSKl IPP Workshop 24/25
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Conclusion and Outlook

B You have now understood the
state-of-the-art in coding with Al
» You are empowered to employ agentic
coding tools
B More advancements are on the horizon
» Autonomous agents and "Loop
Engineering"
B The field evolves quickly, may look very
different in 6 to 12 month
» Al systems are a tool and do not replace
developer expertise (yet)
» Economic shift, writing code has become
cheap but human guidance and judgement
become the bottleneck

Anthropic, When Al Builds Itself, 2026
Dr. Jonathan Decker K«KlSSKl
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