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Learning Objectives

■ Define agentic coding and how it compares to other AI tools

■ Employ agentic coding tools in a safe manner

■ Design and develop software along with AI agents

■ Guide AI agents to deliver qualitative code
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Accelerate Coding with AI

■ AI can accelerate coding

▶ AI here and in the following refers mostly to LLMs

■ Common usage, AI assistated coding

▶ Copy code snippets into chat interface with LLM
▶ Copy back solution and test it
▶ Code is no longer typed by humans but snippets are created by AI
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Introducing Agentic Coding

■ Human sets goal, e.g., ensure all tests are passing

■ AI can read and edit codebase, run code and install dependencies

■ AI calls itself in a loop until a given task is accomplished

■ This can take a few seconds or half an hour or longer
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Dangers of Agentic Coding
■ AI may also install malware or run unsafe code

▶ Unsafe code may affect files outside of project folder
▶ For example, AI runs code via absolute path and overrides folder in user home

■ AI agents may misbehave

▶ Delete important files
▶ Leak secrets
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Stay Safe through Sandboxing

■ Limit access of agents to codebase, runtime, compiler, tools for testing and
linting

■ Achieved via Container runtimes such as Docker or Podman
▶ Also possible via separate user or bubblewrap
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Introducing Our Coding Agent Framework

■ https://gitlab-ce.gwdg.de/gwdg/
coding-agents

■ Supports OpenCode and OpenClaude

■ Employs mounting and symlinks to
preserve session state per project

■ Supports skills and comes with preinstalled
skills for software engineering

■ Specifically configured to work with Chat AI
out of the box
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Project Setup

■ Goal: A Python CLI tool that
returns cat facts from
https://catfact.ninja/

■ Clone the repo

■ Build the container image

■ Set up global scripts

■ Create a project folder

■ Run the start script

■ Run opencode
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Start with skill /interview-me
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Answer Questions I
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Answer Questions II
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Answer Questions III
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Answer Questions IV
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Answer Questions V
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Build the Project
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Project Output
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More Skills Available

■ /interview-me or grill-with-docs - Get interviewed about plans

■ /tdd or /test - Test-Driven-Development

■ /to-issues - Create Github issues for plans

■ /review - Code review

■ /understand - Analyse codebase

■ And many more

▶ Also supports custom skills per project
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Limitations

■ Sandboxing is not perfect

▶ AI can install malware that steals secrets
▶ For example, developer API keys or AI provider API key

■ Code quality may vary

▶ Depending on how well AI is instructed
▶ The model used
▶ Complexity of the target domain

■ Higher rate of security flaws

■ Trade off productivity vs safety
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Conclusion and Outlook
■ You have now understood the

state-of-the-art in coding with AI

▶ You are empowered to employ agentic
coding tools

■ More advancements are on the horizon

▶ Autonomous agents and "Loop
Engineering"

■ The field evolves quickly, may look very
different in 6 to 12 month

▶ AI systems are a tool and do not replace
developer expertise (yet)

▶ Economic shift, writing code has become
cheap but human guidance and judgement
become the bottleneck
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